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8:00-8:30 Breakfast Breakfast Breakfast Breakfast Breakfast Breakfast Breakfast Breakfast 8:00-8:30 Breakfast Breakfast Breakfast Breakfast Breakfast Breakfast Breakfast Breakfast

8:30-10:00     Am Session 1

Digital Crime 

Scene Forensics

Network forensics 

in the digital world

Moble IP, Secure 

Portable Metro 

Networks

Advantages of 

Encrypting Data in 

Motion

Physical Memory 

and Machine State:

Electronic 

operations 

traceability. A 

challenge for IT 

Managers  8:30-10:00     

Internet Browser 

forensics  

Cell/Mobile 

Phones: The 

Good, the Bad, the 

GSM

Access ACE Prep 

Course 8 Hours

Ultimate Boot Disk 

CD for Windows SubRosaSoft

LE Only Secure Part 
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Volatile Data 

collection from 

Running Windows 

Machines

10:00-10:30 Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break 10:00-10:30 Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break

10:30-12:00      AM Session 2

Bypassing the 

Best Laid Plans: 

How They Steal 

Proprietary 

Information

Persuasive Visual 

Trial Presentations

Fuzzy Hashing- 

Matching similar 

documents

Proactive 

Forensics: The 

Data Before it 

Goes Bad

Cell Phone 

Forensics

Wireless hacking 

and Cell Phone 

Forensics

RESERVED Lunch 

set up 10:30-12:00      

Instant message 

forensics   

Detecting and 

Extracting 

Steganography

Field Search - LE 

only

Access ACE Prep 

Course 8 Hours  

LE Only Secure Final 

Session Email Tracing

11:45- 1:15

LUNCH - 

CyberCrime in Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil 11:45- 1:15

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

LUNCH - 

CyberCrime in 

Brazil

1:00-2:30      Pm Session 1 Anti-forensics

The Handheld - 

The next hacker 

workstation

Using Google 

Desktop in forensic 

Investigation

Handheld 

Forensics: Cell 

Phones, PDAs, 

and Hybrids

Investigation the 

Usenet Tips and 

Tricks

Forensic 

Examination of 

Google's Hello 1:00-2:30      

AccessData 

Rainbow Tables

LE Only 

Investigating using 

KazaaLite Maresware Tools

Access ACE Prep 

Course 8 Hours

Hardware Data 

Acquisition Tools SubRosaSoft

LE Only Secure part 
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Investigating 

Cellular 

Telephones Part 

One

2:30-3:00 Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break 2:30-3:00 Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break Expo Break

3:00-5:00      Pm Session 2

Legal Discovery 

and Redaction 

Issues

Benefits and Risks 

of Undercover 

Internet Investig

Moving from LE 

into the private 

sector

Forensics and E-

Data in Global 

Corporate 

Investigations: A 

Case Study

RESERVED 

Casino Set up

Advantages of 

Encrypting Data in 

Motion

RESERVED 

Dinner Set up 3:00-5:00      AOL Forensics    

Detecting and 

Extracting 

Steganography

Field Search - LE 

only

Access ACE Prep 

Course 8 Hours

Recovering 

Executables with 

Windows Memory 

Analysis  

LE Only Secure part 
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 Investigating 

Cellular 

Telephones Part 

Two

5:30:6:30 Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino Evening Event 5:30:6:30 Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino Dinner  / Casino

7:00-8:30      Ev Session 1 Closed

Benefits and Risks 

of Undercover 

Internet Investig

Proactive Online 

Investigation

Artifacts of 

Deletion Utilities Casino Show Time

Tripping over 

Borders in 

Cyberspace - Legal 

Issures Clean up 7:00-8:30      

Malicious software 

& Steganography 

Investigations

TCP/IP Protocol 

Analysis


